PRIVACY POLICY
Effective Date: May 05, 2025

This Privacy Policy sets out the basis on which HIFORCE DIGITAL - FZCO, a company
duly incorporated under the laws of the United Arab Emirates ("Company", "we", "us", or
"our"), collects, uses, stores, shares, and otherwise processes personal data ("Personal
Data") of users ("User", "you", or "your") in connection with the Website located at
HiForce.io ("Website") and services made available through it ("Services").

This Privacy Policy forms part of and is governed by our Terms of Service available at
https://hiforce.io/terms/term_of service.html ("Terms"). Capitalized terms not otherwise
defined herein shall have the meanings given to them in the Terms.

IMPORTANT NOTICE: BY ACCESSING OR USING THE WEBSITE, OR BY
SUBMITTING PERSONAL DATA TO US, YOU EXPLICITLY AGREE TO THE TERMS
OF THIS PRIVACY POLICY, INCLUDING THE COLLECTION, USE, STORAGE, AND
SHARING OF YOUR PERSONAL DATA AS DESCRIBED HEREIN. IF YOU DO NOT
AGREE, YOU MUST REFRAIN FROM USING THE WEBSITE. WE MAY UPDATE
THIS POLICY TO REFLECT CHANGES IN LAW OR OUR BUSINESS PRACTICES. IN
THE EVENT OF SUBSTANTIAL CHANGES, WE WILL PROVIDE NOTICE AND,
WHERE REQUIRED, OBTAIN YOUR RENEWED CONSENT.

For the purposes of this Privacy Policy, Personal Data shall mean any information relating to
an identified or identifiable natural person, including but not limited to data classified as
"personal data" under the UAE Personal Data Protection Law (PDPL), "personal
information" under the EU General Data Protection Regulation (GDPR), the UK GDPR, the
California Consumer Privacy Act (CCPA), as amended, or equivalent terms under other
applicable data protection laws and regulations.

For the purposes of this Privacy Policy, "you" refers to any individual interacting with the
Website or our Services, including but not limited to (i) representatives of prospective or
existing clients ("Clients") and (ii) independent professionals or applicants expressing interest
in being matched with Clients projects ("Talents"). Specific provisions may apply only to one
of these categories and will be indicated accordingly where relevant.

This Privacy Policy is organized into the following sections for your ease of reference:

Personal Data Collected and Processed;
Legal Basis and Purposes of Processing;
Automated Decision-Making;

Sharing of Personal Data;

Third-Party Services;

Security Measures;

User Rights;

Data Retention;

Direct Marketing and Opt-Out Options;
Jurisdiction-Specific Disclosures;
Miscellaneous Provisions;

Contact Information.
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https://hiforce.io/terms/term_of_service.html

1. Personal Data Collected and Processed

We collect and process Personal Data that you voluntarily provide, that we collect
automatically through your interaction with the Website, or that we obtain from third-party
sources in connection with the provision of the Services.

1.1.  Personal Data Provided by You:
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Source Categories of Personal Data
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Client Inquiry Form Full name, email address, content of inquiry, and optional
: : scheduling preferences. :

.....................................................................................................

+ Talent Application Form : Full name, email address, phone number, country of :
i ' residence, resume (including professional qualifications, !
: : employment history), and optional scheduling preferences. !

Communication Data + Any information provided in correspondence with us, :
; + including but not limited to emails, messages or other :
+ communications, which may contain additional Personal

+ Data.
Consent Records Consent to data sharing, representation, marketing, or
: processing of special categories of data.
' Sensitive Data : Special categories of data, such as background checks or :

: ' immigration status, may be processed if necessary for !
. : specific placements or legal compliance, and only where :
: : permitted by applicable laws and based on your prior :
explicit consent.

.....................................................................................................

: Type + Description :
Usage Data Site usage patterns, session duration, interaction logs.
+ Log and Device Data + [P address, browser type, operating system, device :
+ identifiers, referral URLs.
Location Data Approximate geolocation derived from IP address or
; + browser/device data. ;
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: Cookies and Technologies ! Session and persistent cookies, web beacons, device :
: : identifiers. Non-essential cookies (e.g., for analytics or !
i performance) are used only with your consent, which you
: can manage via the cookie banner displayed on the Website. :

Use information from browser companies to learn more about how they manage cookies:



.....................................................................................................

Safari (Desktop) https://support.apple.com/kb/PH5042?locale=en US
Safari (Mobile) https://support.apple.com/en-us/HT201265
Android Browser https://support.google.com/nexus/answer/54068
Microsoft Edge https://support.microsoft.com/en-us/windows/manage-cookies

: -in-microsoft-edge-view-allow-block-delete-and-use-168dab1
1 1-0753-043d-7c16-ede5947fc64d

.....................................................................................................

Internet Explorer https://support.microsoft.com/en-us/topic/how-to-delete-cooki :
; + e-files-in-internet-explorer-bca9446f-d873-78de-77ba-d42645

+ fa52fc :
Mozilla Firefox https://support.mozilla.org/en-US/kb/enhanced-tracking-prote

» ction-firefox-desktop?redirectslug=enable-and-disable-cookie :
+ s-website-preferences&redirectlocale=en-US

.....................................................................................................

1.3.  Personal Data Received from Third Parties:

We may receive and process Personal Data from third-party sources, including:

.....................................................................................................

: Source + Categories of Personal Data ;
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Calendar Tool Providers Name, email address.

+ Analytics Providers + Aggregated usage data, device statistics, interaction metrics. :
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' Clients and Business ' Evaluations, candidate feedback, or confirmation of interest.
i Partners ' '

.....................................................................................................

+ Assessment and Screening : Personal Data related to professional evaluations, recorded :
+ Providers : responses, test results, identity verification, background :
; + screening, and other assessment-related information, as !

applicable and permitted by law. '

Public Sources Publicly available professional or contact data (e.g., from :
; + LinkedIn, company websites, media sources), collected in :
+ accordance with applicable laws. ;
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1.4. The Website is not intended for individuals under the age of 18. We do not knowingly
collect or process Personal Data from minors without explicit parental or guardian consent. If
we become aware that a minor’s Personal Data has been collected without proper consent, we
will promptly delete such data.


https://support.apple.com/en-us/HT201265

2.  LEGAL BASIS AND USE OF PERSONAL DATA

2.1.  We process Personal Data under one or more of the following legal grounds:

+ Purpose of Processing Categories of i Legal Basis for Processing :
Personal Data
Respond to Client Full name, email, inquiry Contractual necessity;
Inquiries : content, scheduling preferences : legitimate interest
E Process Talent i Full name, email, phone, ! Consent; E
Applications : country, resume, scheduling contractual necessity
: : preferences ' :
+ Share Talent Data with Full name, email, phone, Consent
: Clients + country, resume, professional :

; qualifications, results of ;
; + assessments conducted (e.g. test ! ;

scores), recorded video
' responses, and background

: : screening results ' :
+ Share Client Data with Project details, relevant Legitimate interest;
Talents professional context, or Consent
E E point-of-contact name : E

Schedule Calls Name, email, Legitimate interest '
: ' submitted time slots ; :
:  Communicating with Full name, email, : Legitimate interest; E

Users : communication content : contractual necessity

; Improve +  Usage data, log data, device Legitimate interest ;
Website/Services data, cookies
:  Compliance with laws ! Any data as required : Legal obligation :
: or requests from : ' :
: authorities : : :
+  Internal analytics, Log data, device data, Legitimate interest ;
+  improvement, fraud usage data : E
detection
Representation of Talent Contact data, Consent
to Clients ; resume, experience ;
:  Processing special E Consent E
. categories of data (e.g., Sensitive data ' :

background checks)



.....................................................................................................

; Marketing : Email, Consent ;
; communications +  communication preferences (with opt-out right) ;
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2.2.  We process Personal Data for the following purposes:

(a) To process and respond to Client Inquiries, including contacting you to discuss your
business needs, scheduling calls, and facilitating potential client engagements.

(b) To evaluate and process Talent Applications, including reviewing resumes, verifying
qualifications, contacting applicants, and scheduling calls to discuss opportunities.

(c) To represent talent to potential or existing clients by sharing Talent Application Data (e.g.,
resume, contact details, professional experience), subject to your consent.

(d) To operate, maintain, and enhance the Website and Services, including ensuring technical
functionality, optimizing content presentation for your device, and analyzing usage patterns.

(e) To communicate with you, including sending confirmations, technical notices, updates,
security alerts, administrative messages, and responses to your inquiries.

() To notify you of material changes to the Website, Terms, or this Privacy Policy.

(g) To protect against, investigate, and prevent fraudulent, unauthorized, or illegal activities,
including cybersecurity threats and misuse of the Website.

(h) To comply with applicable laws, regulations, court orders, or lawful requests from
governmental or regulatory authorities.

(1) To conduct statistical analysis, research, and development to improve the Services,
enhance user experience, and inform business decisions.

(j) To administer internal record-keeping, compliance processes, and audits, including
maintaining consent records and tracking data processing activities.

(k) To send direct marketing communications, such as newsletters or service updates, where
permitted by law and subject to your opt-out rights (see Section 9).

() To process special categories of data, such as background checks or visa status, where
necessary for talent placement, with your explicit consent and in compliance with applicable
laws.

2.3. We may assess a Talent’s suitability not only for the specific project or service-based
engagement referenced in the initial submission, but also for other contractor opportunities
that align with their professional background, skills, and qualifications, unless an objection is
raised.

3. AUTOMATED DECISION-MAKING



We do not engage in automated decision-making, including profiling, that produces legal or
similarly significant effects concerning you. Any processing for fraud prevention or risk
assessment is conducted manually. Third-party service providers may, however, conduct
automated processing under their own policies.

4. SHARING OF PERSONAL DATA

4.1. We may share Personal Data with the following categories of recipients, subject to
applicable data protection laws:

+ Clients + Talent Application data shared for representation purposes, :
; + including full name, contact details, country of residence, :
» resume, professional background, test results, and recorded
+ video responses (where applicable).

 Talents : Limited Client information (e.g., project details, relevant :
. professional context, or point-of-contact name) with
: potential Talents for the purposes of evaluating project fit
; + and initiating potential collaboration. ;

L g |

: Technical Service Providers | CRM systems and infrastructure providers (e.g., for hosting,
: » calendar integrations, analytics, and communication tools). !
This includes the storage and processing of resumes,
: : assessment results, and client project information. :

.....................................................................................................

1 Assessment Platforms + Limited data (e.g., name, email address) shared to facilitate :
+ delivery of skills tests and video interviews conducted !
E i through third-party systems. E
+ Matching and Automation : Talent and client data shared with third-party platforms or :
+ Tools + tools that assist with candidate-to-project matching, :
; + including tools supporting manual, semi-automated, or
+ automated matching processes.

iProfessional Advisors i Legal, financial, or compliance advisors with a
: : need-to-know basis.
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' Regulatory or Law : When required by a valid request or applicable law. i
: Enforcement

.....................................................................................................

+ Business Transactions + In the context of a merger, acquisition, or reorganization. ;
: Other Entities : As necessary to comply with legal obligations, protect our !
5 : rights, or enforce our policies, or as directed by a court or !
E » regulatory authority. E

4.2. By interacting with us through the Website, by email, via social media, or through
other communication channels, you provide explicit, freely given, specific, informed, and

unambiguous consent for the following:



For Talents:

(a) Permission to Represent: You authorize us to represent you as an independent contractor
to potential or existing clients in connection with project-based or service-based
opportunities, including presenting your professional profile to secure potential engagements.

(b) Sharing of Personal Information: You consent to the disclosure of your Personal Data,
including but not limited to your full name, email address, telephone number, country of
residence, resume (containing employment history, qualifications, skills, certifications), and
any other relevant professional information, to clients for the purpose of representation and
with third-party assessment platforms for the purpose of conducting professional evaluations
relevant to potential engagements.

(c) Scope of Representation: Your consent extends to representation with all clients we
deem suitable for your profile, unless you provide written instructions limiting the scope to
specific clients or opportunities.

(d) Use of Sensitive Data: Where special categories of data, such as criminal background
checks, visa status, or other sensitive personal information, are required for client placement
or compliance purposes (e.g., immigration verification), you provide explicit consent for us to
collect, process, and share such data with clients or relevant authorities.

(e) No Guarantee of Engagement: You acknowledge and agree that our Services are strictly
limited to contractor-based representation. We do not offer or negotiate employment
opportunities, nor do we guarantee the conclusion of any service agreement or other form of
engagement with clients. Our role is solely to facilitate introductions and, where applicable,
share your data with your consent for potential project-based collaborations.

For Clients:

(a) Consent to Communication: You consent to being contacted by us via email, phone, or
other channels regarding your inquiry, project requirements, timelines, or other relevant
aspects of potential collaboration. This includes follow-up discussions, clarifications, and
updates related to the Services.

(b) Use of Provided Information: You consent to the collection, processing, and internal use
of the information submitted through the Client Inquiry Form or other communications (such
as your name, contact details, business role, and project description) for the purpose of
assessing your needs, tailoring our offerings, and facilitating potential engagements.

(c) Disclosure to Talents (if applicable): Where necessary to evaluate project fit or
availability, you acknowledge and consent that limited project-related information you
provide (e.g., scope, timeframe, industry, required skills) may be shared with selected
contractors. Such disclosure will be restricted to what is strictly necessary and conducted
under confidentiality safeguards. We do not disclose your identity or sensitive business
information without your prior agreement unless required by law.

4.3. We may transfer Personal Data to recipients located outside your country of
residence. Such jurisdictions may have data protection laws that differ from, or offer less
protection than, those in your home country, including countries not recognized by the



European Commission as providing an adequate level of data protection. By accessing the
Website or submitting Personal Data, you expressly consent to such cross-border transfers.
We implement appropriate safeguards, including but not limited to Standard Contractual
Clauses (SCCs) approved by the European Commission, binding corporate rules, or other
legally recognized mechanisms, to ensure that such transfers comply with applicable data
protection laws.

S. THIRD-PARTY SERVICES

The Website integrates third-party services, such as the Calendar Tool, and may contain
hyperlinks to external websites not owned, operated, or controlled by us. These third-party
services and websites are governed by their own terms of service and privacy policies, which
you are advised to review prior to providing any Personal Data. We are not responsible for
the privacy practices, security measures, or content of such third-party services or websites,
and your use of them is at your sole risk.

6. SECURITY MEASURES

We implement robust technical, organizational, and legal measures, proportionate to the risks,
to protect Personal Data against unauthorized access, disclosure, alteration, loss, or
destruction. These measures include, but are not limited to:

(a) Encryption of data in transit (e.g., via HTTPS) and at rest.

(b) Strict access control policies, limiting data access to authorized personnel only.

(c) Secure storage environments with regular backups and redundancy.

(d) Periodic security assessments, vulnerability scans, and penetration testing.

(e) Employee training on data protection and cybersecurity best practices.

Notwithstanding these safeguards, no online system or data transmission over the internet can
be guaranteed to be entirely secure. You acknowledge this inherent risk and agree to take
reasonable precautions, such as maintaining the confidentiality of any credentials used to
access the Website and ensuring that uploaded files (e.g., resumes) are free of viruses,
malware, or other harmful components.

In the event of a data breach that is likely to result in a risk to your rights and freedoms, we
will notify you and the relevant supervisory authorities without undue delay, in accordance
with applicable laws.

7. USER RIGHTS

7.1.  Depending on your jurisdiction and the applicable data protection laws, you may have
the following rights with respect to your Personal Data:



.....................................................................................................

Right to Access Request confirmation of whether we process your Personal :
; + Data and obtain a copy of such data, including details about :
+ the purposes of processing, categories of data, recipients,

+ and retention periods.

iRight to Rectification : Request correction of inaccurate or incomplete Personal :
: Data without undue delay.
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' Right to Erasure : Request deletion of your Personal Data where it is no longer !
i ' necessary for the purposes for which it was collected, where !
: you withdraw consent, or in other circumstances permitted
: : by law, subject to legal obligations or other lawful bases for !
retention.
 Right to Restriction of : Request restriction of processing in specific cases, such as
: Processing : when you contest the accuracy of the data or object to :
: processing, pending resolution of the issue.
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+ Right to Data Portability : Request your Personal Data in a structured, commonly used,
; + and machine-readable format, and, where technically :
; + feasible, have it transmitted to another controller, where :
+ processing is based on consent or contractual necessity.

Right to Object Object to processing based on our legitimate interests, :
: » including for direct marketing purposes, at which point we !
: will cease processing unless we demonstrate compelling
» legitimate grounds that override your interests.
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' Right to Withdraw Consent | Withdraw your consent to processing at any time, without :
+ affecting the lawfulness of processing based on consent !
:  prior to withdrawal. This includes withdrawing consent to !
share Talent Application Data with clients.

7.2.  To exercise any of these rights, please contact us at info@hiforce.io. We may request
additional information to verify your identity to ensure the security of your Personal Data. We
will respond to your request within one (1) month of receipt, extendable by an additional two
(2) months for complex requests, and will provide our response free of charge unless your
request is manifestly unfounded, repetitive, or excessive, in which case we may charge a
reasonable fee or refuse to comply, as permitted by law.

8. DATA RETENTION

We retain Personal Data only for as long as necessary to fulfill the purposes for which it was
collected, as outlined in this Privacy Policy, or to comply with legal, regulatory, or
contractual obligations, or to resolve disputes. Specific retention periods include:

(a) Client Inquiry Data: Retained for twelve (12) months from the date of submission or
until the inquiry is fully resolved, whichever is longer, unless a subsequent engagement
extends this period.



(b) Talent Application Data: Retained for twelve (12) months from the date of
submission or until you withdraw your consent to representation, whichever occurs first,
unless a separate agreement with you or a client extends this period.

() Communication Data: Retained for as long as necessary to address the
communication or comply with legal requirements, typically up to twelve (12) months from
the last interaction.

(d) Automatically Collected Data: Usage data, log data, device data, and cookie-related
data are retained for up to twenty-four (24) months for analytics, security, and performance
optimization purposes, unless anonymized earlier.

(e) Sensitive Data: Data such as background checks or visa status is retained only for the
duration necessary for the specific placement or compliance purpose, typically not exceeding
twelve (12) months, unless required by law.

) Legal or Regulatory Data: Personal Data required for legal or regulatory purposes
(e.g., tax records, anti-money laundering compliance) is retained for the period mandated by
applicable laws, which may extend beyond the above periods.

Upon expiration of the applicable retention period, Personal Data is securely deleted or
anonymized so that it can no longer be associated with you. Anonymized data may be
retained indefinitely for statistical, research, or business purposes.

Personal Data may be retained within secure cloud-based CRM systems, which support the
Company’s ongoing business operations. Such storage does not affect the applicable retention
periods or our obligations under relevant data protection laws.

9. DIRECT MARKETING AND OPT-OUT OPTIONS

We may send you direct marketing communications, such as newsletters, promotional offers,
or updates about our Services, based on your explicit consent or our legitimate interests,
where permitted by applicable law. You may opt out of receiving marketing communications
at any time by:

(a) Clicking the "unsubscribe" link provided in any marketing email.

(b) Contacting us at info@hiforce.io with a request to opt out of marketing communications.
Opting out of marketing communications does not affect our ability to send non-marketing
communications, such as service-related notices, responses to inquiries, or updates required
by law.

10.  SPECIAL JURISDICTION-SPECIFIC DISCLOSURES

10.1. EU and UK Residents

For Users in the European Economic Area (EEA) or the United Kingdom, we comply with
the EU GDPR and UK GDPR respectively. Your rights under these regulations are detailed in

Section 7. We have implemented measures to ensure lawful cross-border data transfers (e.g.,
Standard Contractual Clauses) and maintain a record of processing activities as required.



10.2. California Residents

Under the California Consumer Privacy Act (CCPA), as amended by the California Privacy
Rights Act (CPRA), California residents have the following rights:

(a) Right to Know: Request disclosure of the categories and specific pieces of Personal
Data we have collected, used, disclosed, or shared in the preceding twelve (12) months,
including the purposes of processing and recipients.

(b) Right to Delete: Request deletion of your Personal Data, subject to exceptions such as
legal obligations, contractual necessity, or data required to complete a transaction.

(c) Right to Opt-Out of Sale or Sharing: Opt out of the sale or sharing of your Personal
Data for cross-context behavioral advertising. We do not "sell" Personal Data as defined
under the CCPA; however, sharing Talent Application Data with clients for representation
purposes is conducted with your explicit consent and is not considered a sale.

(d) Right to Correct: Request correction of inaccurate Personal Data.

(e) Right to Limit Use of Sensitive Personal Information: Limit the use or disclosure of
sensitive Personal Data (e.g., background checks) to purposes necessary for providing the
Services or as permitted by law.

4)) Right to Non-Discrimination: Receive equal service and pricing without
discrimination for exercising your privacy rights, including not being denied Services,
charged different prices, or provided a different level of service.

To exercise these rights, contact us as specified in Section 11. We will respond within
forty-five (45) days, extendable by an additional forty-five (45) days with notice, and will not
require payment unless permitted by law.

10.3. Nevada Residents

Under Nevada Revised Statutes Chapter 603A, Nevada residents may opt out of the sale of
certain "covered information" (e.g., name, address, email, phone number) to third parties for
monetary consideration. We do not engage in such sales of Personal Data. For inquiries
regarding Nevada privacy rights or our data practices, contact us as specified in Section 12.

10.4. Australia

Under the Privacy Act 1988 and the Australian Privacy Principles (APPs), Australian
residents have additional rights:

(a) Right to Anonymity/Pseudonymity: Request to interact with us anonymously or
pseudonymously, where practicable.

(b) Right to Complain: Lodge a complaint with the Office of the Australian Information
Commissioner (OAIC) if you believe our processing violates the Privacy Act.



To exercise these rights, contact us as specified in Section 12. We will respond within a
reasonable period, typically thirty (30) days, and will not charge for access unless permitted
by law.

11. MISCELLANEOUS PROVISIONS

11.1. Amendments: We reserve the right to amend this Privacy Policy at any time to reflect
changes in applicable laws, regulations, or our business practices. Material amendments will
be communicated via email. Where necessary, we will also obtain your renewed consent.
Minor amendments will take effect immediately upon posting of the updated Privacy Policy
with a revised Effective Date. You agree to review this Privacy Policy periodically and to
monitor your email for any relevant updates.

11.2.  No Waiver of Legal Rights: Nothing in this Privacy Policy shall be construed as
excluding, restricting, or modifying any rights or protections afforded to you under applicable
data protection laws that cannot be waived, restricted, or modified by agreement.

11.3.  Severability: If any provision of this Privacy Policy is found to be invalid, illegal, or
unenforceable by a court or authority of competent jurisdiction, such provision shall be
severed, and the remaining provisions shall continue in full force and effect.

11.4. Language: This Privacy Policy is drafted and published in the English language. Any
translations provided are for convenience only, and in the event of any conflict or
inconsistency, the English version shall prevail.

11.5. Governing Law: This Privacy Policy is governed by and constructed in accordance
with the laws of the United Arab Emirates, without regard to its conflict of law principles, to
the extent permitted by applicable data protection laws.

12. CONTACT INFORMATION

For any questions, concerns, requests to exercise your rights, or other matters related to this
Privacy Policy or our data processing practices, please contact us at:

HIFORCE DIGITAL - FZCO
Building A1, Dubai Digital Park, Dubai Silicon Oasis, Dubai, United Arab Emirates
Email: info@hiforce.io



